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technology driven activities taken by the Ceyptocurrency Advocat
responsible for the informative and educational content
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CHAPTER1

Introducti

The Cryptocurrency Advocate supports your exploration of modern finance
technology by hosting workshops and distributions at
largest hacker coavention. A recent addition to the
the bodacious:

CRYPTOCURRENCY CYBER CHALLENGE

..where teams of cryptohackers compete 30 win prizes by undertaking
offensive and defensive security practicgs. If you've wondered how a POS,
ATM, hardware wallet, or secure clemént really work, then come to the
Cryptocurrency areas at Defcon 1o gin new perspectives of finance
technology. The Cryptocurrency Xillage's educational offering covers more
than just blockchain based tec . Visstors are encouraged o exchange
ideas relating to any finance hacking practice for the common good. We
distribute items refating to'several classic projects including Litecoin,
Monero, Bitcon, Bt and others. Show vour cryptobacker siyle with
high quality wearablex. custom hacker badges, and simple addons. Try new
devices, devkats, and clectronics, with on site presence of manufacturers and
yourself of new developments in finance by exploring
the Cr\'p(om cy areas at Defeon, your one stop shop for fintech hackcr




CHAPTER 2

Participation in this workshop is voluntary and at your own nisk. The
content. matenials, and discussions provided during theAvorkshop are for
informational and educational purposes only. Nothing said, peesented, or
distributed in this workshop should be construed 3¢ legal advice or as

establishing an attorney-client relationship.
consult with a qualified legal professional foe

individual arcumstances

The Cryptocurrency Village and its representatives, including but not limited
to workshop facilitators, speakers, angd staff, shall not be held Hable for any
direct, indirect, incidental, consequéntial, or special damages arising from or
related to your participation in this workshop. This includes, but is not
limited to, any reliance on avon provided, actions taken based on
workshop content, or any errors or omissions in the materials presented,

By participating in this workshop, you amkmniedge and agree 1o these terms




Community Sta

In addition 1 a full set of interactive workshops, the begheest mi
cryptocurrency academy, industry, and community present the tagics:

Cryptocurrency Opening Keynote
Chad Calease, Param Pithadia, and Michae! Schioh vor Befinewitz

Join your fellow hackers managing the Cryprocurrency

andl give an overview of what's available in the vending area ) Meet the
organdzers of years of cryptocurrency contetit at Defcon and bring your
questions 1o the Community Sage!

Cryptocurrency Weekend Keynot
Nick Percoco, Elaine Sbi, and Che

of Defeon. We announce the teams competing in
Challenge, and give an overview of what's

hear from experts working to secure fiat and crypto hybrid
ikely future includes barge numbers of classic finance services
mg modem technology including cryptocurrency networks. Pitfalls

t before in fat based classic services, We hear from a panel what
rity strategics exist that mitigate the typscal challenges of cryptocurrency
Lon.




Cryptocurrency Enforceme
Chelsea and Joseph

CFTC, IRS. and DOYJ) and provide examples of ¢
participants will break out into discussion grou
cons of regulation by enforcement. Then,
hyvpothetical cryptocurrency and be assig
as a "'developer.” The participants will ¢
to determine of the cryprocurrency
multiple agencies, or not at all.

to consider the pros and
ipants will be given a

a role cither s a 'regulatod or
in a setthement type discussion
Id be regulated under one agency,




Red Teaming Financial Defen
Chloe and Wei Hong

systems for new user onboarding at OKX (2crypro exchange) - participants
will kearn how to think offensively.
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Drain and Approval Attac

George and utveckias

This interactive workshop exploees the history and evolution of draining
attacks across major blockchains such as Ethereum. Solfna, and TON.
Participants will witness live demonstrations of variows draining technigues,
from carly ERC-20 approval abuse to sophisticatedtoken spoofing. Learn to
recognize, trace, and defend against these exploits while discussing popular
laundening methods and current security measures. A final group challenge
will imvolve tracking an attacker's wallet and evaluating how to recover stolen
fands,




Cryptocurrency Hardwar
Michael and Param

Using an electronic circuit camera, we zoom in on crypt
their circuits. Descriptions of existing cryptocusrency hafdware bead 1w
consideration of future integrations in the physical wdrld and how secure
clements work. We pass around a showcase of halfa dozen wallets and
similar hardware, as well as Nitrokeys (for defende) and ChipWhisperers (for
attack. ) We get set up with a set of hardware gévelopment software tools, and
consider the physical production woekflow (har wop manufacturers follow in
high security arcas




AML Cryptocurrency Complian
Chelsea and Joseph

Students receive exposure to the law side of cryptocurre
including certification, regulation, government policy, 2d risk assessment.
Regulators around the workd evaluate and implemeny'diverse regulations
governing the use and applicanoas of Blockchain péfecting varying degrees
of acceptance ranging from blanket prohibition o highly Bcilitating
frameworks. Organisations, in turn, assess the'related risks and Jegal
challenges. This workshop considers ng trends and security essentials
vital for business and financial businesses, providing a brief overview of AML
and KYC and suggestons 1o increase sécurity and decrease nsk exposure.




Hacking Custody and Exchang
Sky Gul and Andrea

vulnerabalities in these systems. Participants will
inspired attack scenanios imvolving wallet infras




Oblivious Access to Blockchai
Elaine Shi and Afonso Tinoco

Accesses to the blockchain's state and logs leak highly
such as the user’s identity, who it is trading with, and
user is interested in trading. In this tutorial, we will g6 over two technologics

that protect only the contents of data, our t
the queries, thus hiding users’ intentions. We will describe two extremely
simple constructions, one ORAM, and opt PIR scheme. In particular, the
ORAM algonthm is also the one used by industry leaders such as Segnal and
Meta, We will next show a demo forbur oblivious keyvalue store
implementation. We will also chalfenge the learners with a CTF problem that
demonstrates how sensitive segrets can casily be leaked even when the
MEMOY COMENEs are encry

nologies additionally protect
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Cryptocurrency Nodes and Rela
Dan and Diego

Cryptocurrency nodes validate and relay transactions

Like servers in a traditional financial system, nodes stone' 2 copy of the

blockchain and enforce the network's rules, Many of ds want to run their
own node foe reasons of security. convensence, and independence of other
people’s node configurations. Come to understafid nodes, buikd your own,
and explore configurations to test wallet appliCations on your new
cryprocurrency node.




Self Custodial Wallet U
HalFinneylsMyHomeBoy

The workshop will begin with brief presentation about
exchanges, hasdware wallets, bot wallets, cold wallets,

Participants will be guided through the opening Of 2 wallet, with a detailed
discussion on public and pervate keys and thediffierent types of wallets
avaslable for self custody and the dfferent sécurity features of wallets. The
discussion will delve into hot secunty togics, including the importance of
randomized seeds and consider a cougle of case scenarios where wallets
have been hacked due 1o a lack of seturity, followed by a discussson on how
to prevent these types of secunty, Gefects. Next, participants will create hot
and a cold wallet, cach with a phelve woed seed. After completing set up of
the cold wallet, participants Ml be required to simulate a lost stolen/

wallet and re-set up the wallet.
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Let's Break Enigm
Luke and Rigo

Enigma was the infamous German encryption machines thar was used in
World War 2. A group of British crypeographers suocess
sophisticated machine, and in doing so, gave nse to

inittally formed and how many of the technigues used still apply today.
Additonally, many of the mathemartical prigiciples used in both the
construction of the Enigma machine andits subsequent breaking are used
heavily in modern encryption. which directly relate to the technology used in
Cryptocurency.

13



CHAPTER3

hul

contributes 1o a varicq of projects including th ghmmg network, payment
pools, privacy, and a variety of other things

Diego Salazar
Dicgo ‘'rehrar’ Salazar has been aro
communities for eight years. He o
that performs novel research and
projects. He has organized and
more.

FOSS and cryptocurrency

and runs Cypher Stack. 2 company
contributions to various FOSS
several villages at defcon, ¢3, and

alrman of Monero Devices, he produces

is while contributing 10 Opensource development
| teaches hardware sccurity and organizes

ups at Defeon since 2017,

His interests indude mstallation of nodes and wallets, comparisons
«oins, as well as anahsis of trends and the culture shift to modern

14



hmcwahandptmmols(hnmmmasccummdscun

global forums, including Black Hat, RSA Confere
Moritz. and SXSW.

_ At Kraken, he hovers where
crypto, resilience engineering, and humad behavior collide. A systems
thinker with instincts that cultivate resifience, Chad champions the Kraken
value of being “Productvely Pasanoid”—as both a design principle and a
survival trait. His work challenges S to outpace risk, interrogate case, and

own our exposures before they us—by building with the assumption
that fxilure isn'tan i, but a when,

Sky is a holder of the OSWE, OSCE, and OSCP certifications, After gaining
rity. he transitioned into the Web3 space and has
been actively working in bi_mkdmn security for the past six years. Sky

than 3M subscribers on YouTube and bevond, Kit pioneered
'E\mday there are scammers taking ad'r.lmagt of pmplc I call




Instructo

Our instructoes bring academic and industrial experience. Meet the, &

Elaine Shi

Elaine Shi is a Packard Fellow, Sloan Fellow, ACM Fellow, a R Fellow. A
Professor with a joint apposntment in CSD and ECE at Carnégie Mellon
University, Elaine is also an Adjunct Professoe of Computef Science at the
University of Maryland. Her rescarch interests include gfyptography, security,
mechanism design, algorithms, foundations of blockchains, and
programming languages. Elain is 2 co-founder of Offlivious Labs, Inc. My
research on Oblivious RAM and differentially privdte algorithms have been
adopred by Signal, Meta, and Google.

Luke Szramowski

Luke Szramowski is a mathematical reseadcher, with a Bachelor's Degree in
Mathematics and two Master's Degrees/one in Math, with a focus in Number
Theory and another in Math with 2 fgtus in Coding Theory. In his free time,
Luke works on a litany of different math problems, mainly regarding Number
Theoretic congectures and playing all different types of games.

Joseph McKay
M&SSOI }oscph McKay isdn accomplished educator and legal peofiessional.

Previously, Professor McKay worked as a Judicial Law Clerk for Judge William
). Bauer of the U.S. Cotirt of Appeals for the Tth Circuit and Judge David W.
Dugan of the U.S. Digtrict Court for the Southern District of lllinois. He also
worked as a Pro S¢'Staff Attorney, focusing on cases imolving prsoner civil
nights and habes corpus, at the US. Distrsct Court for the District of Nevada.

Dan Miller

Dan Miller has designed, deploved, and secured information systems for

multinational banks, publishers, credit agencies, telecoms, and other

entergirises for nearly three decades. He specializes in open-source solutions

and/System integration to reduce friction in computing and communication.
5 work with community currencies, barter networks, and timebanks has
aped his involvement with eryptocurrencies.

16



Afonso Tinoco
Afonso Tinoco is a PhD candidate currently on leave from Camegie Melk
Universaty and University of Lisbon. His research interests include Applié
C qpmgr?h) and Disaributed System Verification. He & a Co-Founderd and a
ngineer at Oblivious Labs, Inc. (heps:/obliviouslabs cony).

Oblivious Lab's missson is 1o develop open-source tolchains for Oblivious
Computation (hteps: github.com oblivioustabs'), with the goal 4f
accelerating the wide deployment of Oblivious Computations!
cos-;(a;p‘(am of STT (https: 'sectt github o) , the CTF team of
Lisbon.

Param Pithadia
Param is an Elecirical Engineering Student from Gedegia Tech with 2 strong
passion for and mterest in crypro. Although be primarily got interested in
cryprography and hardware security through a glass at Georgia Tech. he is
also working at 2 software company on crypig’adopuon and ease of use.
With a unique blend of HW and SW skills, Pdram is truly enthusiastic about
all aspects of crypto.

Wei Hong
Wei Hong is 2 machine leaming practitioner with six years of experience in
natural language processing and applied Al 2t one of the world's largest
cryprocurrency exchanges. He bas contributed 1o progects involving KYC
systems, user risk peofiling, apd the deplovment of Al in real-world financial
applications. Fascinated by plockchain development, Wet Hong &5 particulardy
interested in the intersecpOn of decentral@ation. transparency, and machine
learning. He is currently’pursuing a Master’s in Computer Soence at Georgia
Tech, where be is an 3étive member of the Blockchain Club@ GT.

Chloe
Chloe is 2 machine leam Iﬁengineer and blockchain enthusiast with five
vears of expegitnce in budlding ML systems foe fraud detection and

compliance dn the tradinonal payments and fintech mdustry. Outside of
work, she €xplores blockchain development with 2 focus on usabilicy and
real-wogld applications in the payment space. Chloe is an active member of
the Georgia Tech Blockchain Club and s ﬁpamculariy interested in bow
decehtralized technologies can improve financial infrastructure and user

sperience is work with community currencies, barter networks, and
chanks has shaped his involvement with cryptocurrencies,

17



Utvecklas
Urvecklas is 2 computer scentist and privacy advocate who has integrate
aryptocurrency into online businesses since 2016, Over time, crypt
itself became his primary interest. Oueside of woek, his research
exploits — whether past, ongoing, or potential,

George
Geonge is a coyptocurrency enthusiast who has been activelydmvolved in the
space since 2018, With a focus on crypeo marketng and security, he has
successfully unched multiple projects 2imed at improvinig both user
adoption and safety. George is passionate about bridgidg the gap between
complex technologies and mainstream audiences.

I8



CHAPTER 4

individual or team, regsster vour (pseudo)name 1o
detailed instructions, Each member of a team must
registration may be avasdtable at the event, but
Cryptocurrency Cyvber Challenge will close to n

the opinions and moods of sloppy judges.
required. Good luck!

19




Level 1
To win this level, discuss and demonstrate on your own system thé correct
way(s) to backup mnemonic seeds and keys foe your wallet.

Level 2
To win this level, wrack down a ix (that will be sent 1o a
advance) and determine the ending address of the fudds,

ies of addresses in

Level 3
To win this level, search for and find a specifigemogi on Nostr that has
encoded a steganographic betcoin tesinet privase key hidden in it

Level 4

¥o win this level, set up a multisig wallet (at least 2 of 2) and perform a
testnet transfer into and out of the wallet

Level 5

To win this level, demonspfate a complete pevacy suite (1Le. Tor, Veracrvpe/
Age encryplion, Sé Chat, eryprocurrency waller, Keepass, CryptPad.)

Level 6
To win this leve) perform an atomic swap between two coins and explain

¥o wigr'this level, break the privacy of any privacy coin (Monero. Firo, Zeash)
thayis wtilizing its full privacy capabilities by tracking a transaction,




CHAPTERDS

Glossar

Event - Any occurrence where we appear as a team

Defcon - The langest hacking and secusity conference hosted in Las Wegas. Nevada
(sometimes wrtten DC, DEFCON, or DEF CON), hasting presentations,
workshops, contests, villages and the premier Capeure The est.

DC33 - Thirty three vears after the first Defcon, the number igused rather than
1025

Distribution - Transder of ownership of goods, whiether commercial paid oe free of
charge

Village - A classic Defeon conceprt, granting 3ot of generous resources. A lot of
other simalar concepts exist, for which we ¢an apply. For example a vendor area or
demolab hour

Contest - A very old Defeon concept, svhere the best conteseants win a black badge
(free entrance)

Crypto - If you like thes abbeeviagion, understand that i's 2 peoblem erm
Cryptocurrency - A digital fopf of currency hased on code. The code can be cither
open source or cosed sourgé. Open source code reveals to the public the inner
workings of the cryptocurrency, whereas dosed source keeps its coxde secret from
the public

Hacker - A diffscult with many meanings. peobably this means creative kids
and adults competent at solving science problems in a unique or humarous

QM - Quartergiaster, the Defoon area where we can check out cables, peojectors.

Goon - Adolunteer at the DC hacking conference who helps ensure the conference
runs spfoothly. Goans may perform a variety of tasks, including security,

ating. and helping with presentations
« A term describing 2 beader of an area st Delfcon, like vendor lead or village

21




Question

01) What 13 a 51% attack?

02) What s cryptojacking?

03) How does a Merkle f work?

04) What 18 'slashing’ in of Stake?

05) What happens when a blockchain forks?
06) What does a double spend attack entail?
07) How does a blockchain ensure immutabiliey?
08) What can an attacker do with a 51% attack’

23] What determines a blockchain's bl
24) What 1s the threshold in Shamir’s
25) What 15 an eclipse attack in
26) How does Proof-of-Stake redu

in Proof of Work blockchains?
3 l] What 15 a layer 2 solugfon in blo(kcham scalability?

32) How does Shamir’s Secret Shari rk mathematically?
tmportant in cham consensus?
cy attack in smart contract security?
35) What is the myin risk of zero-confirmation tr:nnctlons’

38] Why are Schnorr tures considered supcnor to ECDSA?
ﬁ\?ork prevent double

w do blockchain networks prevent m t-running attacks?

do nodes in a blockchain network validate new blocks?

does a dust attack compromise currency pnv:lcy

44) What 15 the purpose of a nonce in blocmn block min

451 Why do blockchain neeworks use Merkle trees inside bloc mEs

] Which cryptocurrencies are most vulnerable to a 51% attack?




Answer

01) An arzack where an ennry conerols moce than 50% of 3 blackchain’s suning g

02] The wnaurthonzed wse of someone’s compaging power 10 mine Crypeocurmency:

03] It demmonstraces thar a transacoon is incheded i a block wichoor revealing alf ransactions.

04] A penalty thae vakes awiy & validacee'’s stakiad coins if they act maliciowsly

05] The chaain splies into two Everging paths duc 1o disagrooments in peoegdol or new upgrade.
06] A user randulently spends the same cryptocesrescy twice.

07) Threugh cryprographic haohing sad decentralized comaenus m :

08] Reverse cramaacnona, doubk spend coing and peevens sew trangcrsons frem confrming.

09] The Snal hadh in the Meckle tree thae represencs all cransactigas wichen thar Bock.

20) Validarors have finamaial mcentives ro ace honesdy since théy nsk besing chewr szake if they chear.
21) A malickous eniry creates mulciple sdenrines vo gain oporchnare infuence.

22) The genesis bleck,

23] Protoced rules, which afoce scalabedity and eramsacyiiem capacity.

24) The =minimam sumber of shares required to recghistrace che onginal secree.

25] A eype of atrack where 2 node i iselated and §d fdae mformation by malicious peere

26| By requinng 3 subsrannal sake to parncipyée in consmanc

27) Self-exocunng conrracrs wich predefined€cnditions wrirmem in code.

28] Through Proof-of Wk, Proof-of-Sigke, oc identity verficanon measares.

29) Instead of compurational effoer, val)arors are chosen based oa the number of cains they stake.
50) By selving complex sachemanc cedies (hash funcrions) o fad a valid bleck hash.

31) An off-chain scaling mecharssph designod 1o increse trarsaction theoughput,

32) It uses polynomial interpelafion to reconstrice a secret from a subsct of share.

33] It helpa devermine the logfent choen and enmrex consitency acroax nodes.

34) A valnerabiliy where ymalicious coarract repearadly calls 3 fancnon befoer the srare updaec
35) They can be doble gpere before bong induded in a hlock.

36) To effichendly vertff and soce large sees of cransacrions i a Block,

571 To store a barclr/'of ransacthons and hnk secorely 10 the presions Nod,

38) They providy'betrer securiny, effickeacy, and privacy theeugh aggregarion

39) By ensuripf thae the loagest chuin is valid, making eramsaction reversals difkoulr.

41] By implémenting transaction crdering mechanmma like baech auctions.

42] By chécking chat the tranzactions are valid and the Nodk follows conuenax rales.

43) Bydending tiny amosntx of cryprocsrrency to wallers to erack ranccnions aad Enk identines.
44) A vanahle used in Proof of Work 10 find 2 valid hadh for 2 sew Hock.

451 To effickndly verify transacnions withour needing the encire dxaser,

36) Smaller Proof-of Week chairs with lower hasheare securicy







APPENDIX
Website

CRYPTOCURRENCY 4
VL AOETCINAEE Evee CFP LEAAN  CONTEST DOWNLOAD  WEWSFEED

CRYPTO CYBER

CHALLENGE

Info

Intanvatae Datachest DEFOON-13 Nag DEFCON-1] Focrplan

s
.J‘

Sections in the appendix are taken from the current state of the website and
developments refating to the Cryptocurrency Advocate's appearance at the
DEFCON hacker comvention in Las Vegas. USA.

For a morg’compeehensive or up to date impression, please navigate to

https;//www.cryptocurrencyvillage.cc
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Ne

Defcon accepts Cryptocurrency Advocate as a Vendor
Exciting News! Defcon has officially welcomed Cryptocurrency easa
conference vendor. Get ready foe a fusion of cutting edge cryptoCurrency
innovation and top tier cybersecurity insights in a vending pa you can
visit a1 Defoon thas August 8-10 2025.

heps:www defoon.org himbdefoon-33 de-33vendors b
Find us in Hall 4 where all Defcon vendors distribute «
include electronics, textiles, and other branded merc

ir goods. Products
dise.

The Cryptocurrency Advocate Website Launc
We wrote 2 website for visitors to our peemium
August at Defoon in Las Vegas.
heps:www eryptocurrencyvillage oo
hps:www cryptocyberchallenge. com’
You can sign up 1o attend 2 workshop,
instructor. See vou at Defeon?

ents taking place this

MPELe in 2 CONLESL, OF PAOPOSE an

Crypto Deregulation on the
After a dozen nations completedintegration or clanification of rules
governing cryplocurrency, a énd towards deregulation & developing.
Several governments are woeking 10 make cryprocurrency adoption mare
autractive in their countri

The Cry kage receives an assignment at DEFCON 33
Managers at DEFCON approved hosting coatent proposed by the
(‘npmcmrcnq Village u Dlil-‘(X)N ﬂ uking place ar the lz« \b:gas

10 Augm( 2025. The contest ocmpics space in the DEFCON
nities area of the IVCC West Hall 4. Come 1o the contest 1o meet us!

28



Sponsors

We thank our sponsoss for their tireless input, constructive feedback !
monetary, and non-monetary contributions. You play an |mpmam role in
helping xu)mphsh the mission. /

Attractive Opportunity

Our Cryptocurrency arcas at DEFCON 33 (2025) inchudi about 3000 square
feet of space for an estimated 30000 DEFCON attendées. Our areas are full of
activities and host the Cryprocurrency Cyber Challghge as well a5 daily
workshops. A third Cryptocurrency vendor area Nies between these and the
largest entrance dooes near the sold ow hml.pﬁcblt.lu and Marriont hotels.
All of our areas are within eyesight of each ogher, in the most attractive Hall 4
floor space at DEFCON. For details, pleascAce maps in the download tab of
the website hups:‘www.cryptocusrencyyillage.cc/docs

Sponsor Relations

To contact us with questions rc}a"img to sponsorship. please email:
spoasors(@ cryptoadvocate £c

MmKraken

'POWErup @ stack Wallet
privacy & ESPRESSIF



















