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Preface

v

The Cryptocurrency Workbook is edited each quarter for up to date references 
to technology driven activities carried out by Cryptocurrency Advocate, the 
group responsible for educational content performed at events.

Purpose

This workbook was created with the intention of distribution at events where 
the Cryptocurrency Advocate appears and presents the content seen here. 
After completion, the literature serves as a historical review of cryptocurrency 
developments at DEFCON and other events where we appear.

Mission

The Cryptocurrency Advocate is a group working to prepare society for the 
likely adoption of modern cryptocurrency in legacy financial systems. We host 
a number of events, including the Cryptocurrency Village and Cryptocurrency 
Cyber Challenge at the DEFCON hacker convention in Las Vegas.

We also host events at other DEFCON appearances in Bahrain and Singapore.

Contact

Talk to a real human by sending email (info@cryptoadvocate.cc) or direct 
messages (https://discord.gg/8APBmBWKuk) in our Discord server.

Examples

Code examples, exercises, and other supplemental material may be available 
for download. Please ask your instructor. If you have a technical question or a 
problem using the examples, please contact us with details.
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CHAPTER 1

CRYPTOCURRENCY CYBER CHALLENGE

...where teams of cryptohackers compete to win prizes by undertaking 
offensive and defensive security practices. If you've wondered how a POS, 
ATM, hardware wallet, or secure element really work, then come to the 
Cryptocurrency areas at Defcon to gain new perspectives of finance 
technology. The Cryptocurrency Village's educational offering covers more 
than just blockchain based technology. Visitors are encouraged to exchange
ideas relating to any finance hacking practice for the common good. We 
distribute items relating to several classic projects including Litecoin, 
Monero, Bitcoin, Ethereum, and others. Show your cryptohacker style with 
high quality wearables, custom hacker badges, and simple addons. Try new 
devices, devkits, and electronics, with on site presence of manufacturers and 
staff mentors. Inform yourself of new developments in finance by exploring 
the Cryptocurrency areas at Defcon, your one stop shop for fintech hacker 
goods and information. Since Defcon 26 (2017) we have served a family and 
child friendly environment. A stable and balanced group, the Cryptocurrency 
Advocate especially thanks all the underage hackers for your regular visits to 
our convention areas.

The Cryptocurrency Advocate supports your 
exploration of modern finance technology by 
hosting workshops and distributions at Defcon, 
the world largest hacker convention. A recent 
addition to the Defcon contest lineup is the 
bodacious:
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CHAPTER 2

The Cryptocurrency Village and its representatives, including but not limited 
to workshop facilitators, speakers, and staff, shall not be held liable for any 
direct, indirect, incidental, consequential, or special damages arising from or 
related to your participation in this workshop. This includes, but is not 
limited to, any reliance on information provided, actions taken based on 
workshop content, or any errors or omissions in the materials presented.

By participating in this workshop, you acknowledge and agree to these terms 
and assume full responsibility for any decisions or actions you take as a result 
of your attendance.

To register for workshops visit https://www.cryptocurrencyvillage.cc/learn/

Participation in this workshop is voluntary and at 
your own risk. The content, materials, and 
discussions provided during the workshop are for 
informational and educational purposes only. 
Nothing said, presented, or distributed in this 
workshop should be construed as legal advice or 
as establishing an attorney-client relationship. 
Participants are encouraged to consult with a 
qualified legal professional for advice specific to 
their individual circumstances.
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In addition to a full set of interactive workshops, the brightest minds in 
cryptocurrency academy, industry, and community present the topics:

Cryptocurrency Opening Keynote (Las Vegas 34)
Param Pithadia, Kennashka DeSilva, and Michael Schloh von Bennewitz
Join your fellow hackers managing the Cryptocurrency areas at DEF CON, 
and get a sneak peak of what each workshop teaches as well as an overview 
of the showcases and programs happening in our DEF CON Village and 
Contest areas. We will report on cryptocurrency trends and perspectives 
from distinguished positions in industry, academy, and government. We will 
announce the teams competing in the Cryptocurrency Challenge, and give 
an overview of what prizes are available to winning contestants of the 
hackathon, CTF, and contests. Meet the organizers of years of cryptocurrency 
content at Defcon and bring your questions to the Creator Stage during the 
Cryptocurrency Opening Keynote!

Cryptohack Badge Hacking (Las Vegas 34)
Do Truong Giang, Sadiq Sdqmd, and Arjun Suresh
In this hour, we’ll guide you from setup to exploitation of a Cryptohack 
electronic badge. From installing the ESP-IDF toolchain, understanding 
application logic, compiling and disassembling firmware, we get familiar with 
the basics before considering the advanced aspects of financial technology in 
hardware. To explore the typical interfaces of a hardware wallet, we 
experiment with live hacks on a testnet wallet supporting Solana, Ethereum, 
Bitcoin, and Monero. By the end of the session, you’ll know how to probe 
the boundaries of hardware security and leave with insights you can apply to 
real-world offensive security challenges.

Blockchain defense, stablecoin attacks, and Web3 OSINT (Las Vegas 34)
Dinmukhammed Kabiden and Izdihar
In this hour, we bring together international hackers to discuss cutting-edge 
techniques in cryptocurrency security. Our experts break down how 
distributed red and blue teams face off against crypto developers to secure 
stablecoin vaults — and how they translated that work into a suitable format.

Creator Stage
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We'll also explore how classic Opensource intelligence (OSINT) techniques 
are converging with modern financial technology to unmask bad actors and 
bypass security mechanisms. Finally, the panel reveals the tricks that black 
hats use to extract unauthorized value from real-world mainnet blockchains, 
including Bitcoin, Solana, Ethereum, and Monero.

Web3 Security: Hacks, Scams, and Exploits (Las Vegas 34)
Philip Werlau and Kennashka DeSilva
Why do Web3 users keep getting hacked even when the smart contracts are 
audited? This workshop examines the Web3 attack surface through three 
lenses: the client, the dApp frontend, and the blockchain, using real-world 
hacks, scams, and exploits to demonstrate how each layer can fail. 
Participants will conduct a live review of their own wallet approvals using 
revoke.cash and learn practical techniques for reducing risk. The workshop 
concludes with a forensic deep dive into the $1.5 billion Bybit hack, where 
attendees will analyze the malicious transaction, compromised frontend, and 
on-chain evidence that enabled the largest cryptocurrency theft in history.

Evading LLM Detection (Las Vegas 34)
Hanley Shun and Cong Zhang
Software supply chain attacks are no longer a distant threat — they are 
happening at scale and extremely dangerous from a crypto exchange's POV. 
As build pipelines grow more complex and dependencies multiply across 
npm, PyPI, SBOM, and internal registries, a single scanning layer is no longer 
enough to detect malicious code. This talk focuses on an AI journey — from 
deploying a single AI agent to gate code merges, to architecting a full multi-
agent system hardened through structured simulated exercises — along the 
way catching real-world attacks, including the coordinated compromise of a 
highly popular npm package spanning over 2 billion weekly downloads.

Breaking Ciphers and Zero-Knowledge Proofs (Las Vegas 34)
Luke Szramowski and Rigo Salazar
Zero-knowledge proofs are a method of demonstrating that a statement is 
true, without revealing any other information about it, and form the 
backbone of all the cryptocurrencies we know and love. In this workshop, 
we will unpack what zero-knowledge proofs really are, how they work, and 
what they do to ensure that your personal information remains private. A 
familiarity with basic cryptography is helpful, but not strictly necessary. 



Cryptocurrency Enforcement
Chelsea and Joseph

Multiple agencies have attempted to 
regulate cryptocurrencies through various 
means. This workshop will begin with a 
short presentation about the different 
organizations with an interest in regulating 
cryptocurrency (SEC, CFTC, IRS, and DOJ) 
and provide examples of enforcement 
actions. Next, participants will break out 
into discussion groups to consider the 
pros and cons of regulation by 
enforcement. Then, participants will be 
given a hypothetical cryptocurrency and be
assigned a role either as a 'regulator' or as a 'developer.' The participants will 
engage in a settlement type discussion to determine if the cryptocurrency 
should be regulated under one agency, multiple agencies, or not at all.

5
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Red Teaming Financial Defense
Chloe and Wei Hong

This workshop flips the script on financial 
security, focusing on a practical, hands-on level 
where attendees will learn by doing. Attendees 
will step into the shoes of sophisticated 
attackers targeting the interconnected financial 
ecosystem. Guided by us - Chloe, with 
experience in architecting B2B fraud solutions 
for acquiring banks in Singapore, and 
Weihong, with hands-on experience building
ML-based KYC/liveness detection and rule-based risk systems for new user 
onboarding at OKX (a crypto exchange) - participants will learn how to think 
offensively.
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Emergence of Crypto Casinos
Joseph and Chelsea

The rapid convergence of cryptocurrency and online gambling has created 
a significant regulatory blind spot at the intersection of fintech, gaming, 
and consumer protection. As decentralized crypto casinos and GambleFi 
platforms surge in popularity, operators are holding hundreds of millions 
in player deposits—primarily in Bitcoin, Ethereum, stablecoins, and other 
digital assets—under widely varying custodial models. Traditional land-
based and regulated online gambling operators are also preparing to accept 
cryptocurrency bets, yet most jurisdictions still lack clear, fit-for-purpose 
regulatory frameworks. This workshop delivers a comprehensive legal and 
policy analysis of this fast-evolving space. Participants will examine the 
current regulatory vacuum, real-world compliance challenges, and the 
practical risks facing players, operators, and platforms. 

By the end of the workshop, participants will be able to: assess the legal 
and regulatory risks of operating or using crypto gambling platforms; 
advise clients or stakeholders on compliance strategies in this grey area; 
evaluate different custodial and technical architectures from a legal 
standpoint; contribute to or critique emerging policy solutions that protect 
consumers while fostering innovation..
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Cryptocurrency Hardware
Michael and Param

Using an electronic circuit camera, we zoom in on 
cryptosecure devices and their circuits. 
Descriptions of existing cryptocurrency hardware 
lead to consideration of future integrations in the 
physical world and how secure elements work. We 
pass around a showcase of half a dozen wallets and 
similar hardware, as well as Nitrokeys (for defence) 
and ChipWhisperers (for attack.) We get set up 
with a set of hardware development software tools,

and consider the physical production workflow that top manufacturers 
follow in high security areas.
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Chains, Nodes, Faucets, Explorers
Izdihar

This hands-on workshop explores cryptocurrency 
network services and how blockchain 
infrastructure works under the hood. Participants 
will move from foundational concepts through to 
practical exploration, learning how to leverage 
publicly available network services for security 
research and experimentation.

Starting with core terminology and the distinction 
between testnets and mainnets, the session covers 
full nodes and pruning, blockchain exploration

techniques, and the design of a testnet faucet. Participants will then apply 
what they've learned through self-paced practice with real tools.

By the end, participants will understand how to navigate cryptocurrency
network services and run their own blockchain infrastructure for research 
and experimentation.
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Cryptohack Badge Hacking
Do Truong Giang and Arjun Suresh

Step into the hacker’s lab and 
take your offensive security skills 
to the next level by dissecting a 
cutting-edge electronic badge in 
real time. We showcase the latest 
state of application design using 
the Cryptohack Badge — a 
electronic hacker badge build 
with the ESP32-C3, infrared, NFC,

EEPROMs, 802.11, Bluetooth, and secure element support — so you’ll 
explore how firmware protects (and sometimes betrays) digital assets. 
Through hands-on exercises, we’ll guide you from setup to exploitation: 
installing the ESP-IDF toolchain, understanding application logic, compiling 
and disassembling firmware, and experimenting with live hacks on a testnet 
wallet supporting Solana, Ethereum, Bitcoin, and Monero. By the end of the 
session, you’ll know how to probe the boundaries of hardware security and 
leave with insights you can apply to real-world offensive security challenges. 
Bring curiosity, a sharp eye for detail, and a readiness to poke at things that 
probably shouldn’t be poked. This is where blockchain meets black hat 
curiosity — safely, ethically, and practically.
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Oblivious Access to Blockchains
Elaine Shi and Afonso Tinoco

Accesses to the blockchain's state and logs 
leak highly sensitive information such as the 
user's identity, who it is trading with, and 
which crypto-asset the user is interested in 
trading. In this tutorial, we will go over two 
technologies for ensuring access pattern 
privacy, including Oblivious RAM (ORAM), 
and Private Information Retrieval (PIR). Unlike 
traditional encrypted databases that protect

only the contents of data, our technologies additionally protect the queries, 
thus hiding users' intentions. We will describe two extremely simple 
constructions, one ORAM, and one PIR scheme. In particular, the ORAM 
algorithm is also the one used by industry leaders such as Signal and Meta. 
We will next show a demo for our oblivious key-value store implementation. 
We will also challenge the learners with a CTF problem that demonstrates 
how sensitive secrets can easily be leaked even when the memory contents 
are encrypted.
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Hacking a Crypto Hardware Wallet

Ever wondered what it takes to crack open a 
cryptocurrency hardware wallet? In this hands-on 
workshop, participants use a ChipWhisperer Nano 
to perform voltage fault injection on a real ESP32-
C3 hardware wallet badge. Starting from scratch, 
we wire up the glitch hardware, dump firmware 
via serial download mode using esptool, visualize 
power traces in Jupyter, and then glitch past the 
PIN check to extract the wallet seed. With the seed

Sadiq and Arjun

in hand, we derive a Bitcoin private key, construct a raw transaction, and 
drain the wallet on a local testnet. No prior hardware hacking experience is 
needed. By the end, every participant will have personally bypassed a 
hardware wallet's security and stolen cryptocurrency — and will understand 
the defensive countermeasures that prevent this in production devices.
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Self Custodial Wallet Use
HalFinneyIsMyHomeBoy

The workshop will begin with brief 
presentation about cryptocurrency, 
exchanges, hardware wallets, hot wallets, 
cold wallets, and other introductory 
information needed to begin 
cryptocurrency transactions. Participants 
will be given a sample wallet for practice 
purposes only. Participants will be guided 
through the opening of a wallet, with a 
detailed discussion on public and private 
keys and the different types of wallets 
available for self custody and the different 
security features of wallets. The 
discussion will delve into hot security 
topics, including the importance of 
randomized seeds and consider a couple 
of case scenarios where wallets have been 

hacked due to a lack of security, followed by a discussion on how to prevent 
these types of security defects. Next, participants will create hot and a cold 
wallet, each with a twelve word seed. After completing set up of the cold 
wallet, participants will be required to simulate a lost/stolen/destroyed wallet 
and wipe the wallet and re-set up the wallet.



Let's Break Enigma!

Enigma was the infamous German encryption machines that was used in 
World War 2. A group of British cryptographers successfully broke the 
sophisticated machine, and in doing so, gave rise to modern adversarial 
cryptography and the Turing Machine, which would later evolve into the 
computer. In this workshop, we will look at how adversarial cryptography 
initially formed and how many of the techniques used still apply today. 
Additionally, many of the mathematical principles used in both the 
construction of the Enigma machine and its subsequent breaking are used 
heavily in modern encryption, which directly relate to the technology used in 
cryptocurrency.

Luke and Rigo
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Financial Technologies
Michael Schloh von Bennewitz

Security experts teach you the basics of modern fintech, including:

Digital assets
Comparing coins
Stable coins
Nonfungible tokens
Smart contracts
Consensus algorithms
KYC and AML processes
Proof of work or stake
Decentralised finance
Blockchain transactions
Blockchain explorers
Public chain analysis
Cryptocurrency exchanges (custodial)
Cryptocurrency wallets (noncustodial)
Central Bank Digital Currency (CBDC)

Join your fellow hackers managing the Cryptocurrency areas of Defcon, and
get a high level understanding of how cryptocurrency and other modern
financial technology systems work. This workshop is meant for beginners
and has no requirements, however those bringing a computer will benefit
most from interactive learning. Attendees at this workshop receive a free gift.



Cryptocurrency Attacks
Michael Schloh von Bennewitz

Explore topics of offensive security with cryptocurrency experts including:

51% attacks
Cryptojacking
Merkle proofs
Proof of stake slashing
Blockchain forks
Double spend attacks
Blockchain immutability
Merkle roots in blockchain blocks
Staking security improvements
Sybil attacks
Eclipse attacks
Smart contracts
Genesis blocks
Block size limits
Front running attacks
Shamir secret sharing thresholds
Shamir secret sharing mathematics
Sybil attack mitigation
PoW prevention of double spends
Miner competitive manipulation
Layer 2 blockchain scalability

Join your fellow hackers managing the Cryptocurrency areas of Defcon, and
get a high level understanding of how past vulnerabilities worked to defeat
flaws in cryptocurrency systems. A set of security concerns is presented with
interactive group discussion about each topic. Each student receives a free of
charge set of security trivia questions and answers arranged in a casino style
card deck. Practice your study of cryptocurrency relevant offensive security by
using the Cryptodeck as a flash card competence test, and we play a round of
trivia to get warmed up with the idea of defending against the most common
attacks on cryptocurrency systems. This workshop is best suited for moderately
experienced hackers. If you attended the Cryptocurrency Basics workshop (one
day before this workshop) then you are well prepared.

Importance of consensus block height
Smart contract reentrancy attacks
Zero confirmation transaction risks
Double spend exchange prevention
Merkle tree tamper proof root hash
Schnorr signatures superior to ECDSA
Prevention of front running attacks
Node validation of new block integrity
Dust attacks privacy compromisation
Nonce purpose in block mining
Blockchain hashing algorithms
Entropy role in key generation
Purpose of staking in blockchains
Significance of block timestamps
Transaction confirmation times
Risk of centralization in PoW
Consensus attacks to double spend
Timejacking attacks in consensus
Difficulty to prevent 51% attacks
Merkle tree security enhancement
Roles of validator nodes

16 | Chapter 2: Workshops
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Defending Crypto Hacks

An investigation into real-world cryptocurrency breaches, focusing on how
attacks unfold, how funds move on-chain, and where detection fails. Using
a Red vs Blue format, participants take on attacker and defender roles to
analyze major incidents and uncover defensive gaps.

This workshop covers the full lifecycle of a crypto breach, from initial compro-
mise to fund movement and delayed detection. Participants will begin with a
brief introduction to how these attacks typically occur, then move into a Red
vs Blue format where they actively investigate incidents and evaluate defensive
strategies.

Participants will use tools like block explorers and basic scripting approaches
to trace transactions, analyze patterns, and identify potential detection points.
Through guided investigation, they will learn how to interpret on-chain activity
and think like both attackers and defenders.

The workshop will examine major real-world incidents such as the Ronin
Network hack and Mt. Gox collapse, highlighting how large-scale attacks
unfolded and what could have been done differently. It concludes with a
cross-team debrief, connecting attacker actions with defensive failures and
practical lessons for improving security.

Arjun Suresh



Solidity Smart Contract Attacks

Smart contracts power the decentralized economy, but their immutable nature
makes vulnerabilities costly. In this hands-on workshop, participants will learn
how attackers exploit Solidity smart contracts in real-world scenarios and how
to emulate these attacks safely in a controlled environment.

Through guided exercises, attendees will explore common vulnerabilities—
including reentrancy, integer overflows, and access control flaws—while
applying red teaming techniques to identify and exploit weaknesses.
Participants will also learn how to design effective mitigations and
incorporate security testing into the development lifecycle, bridging
the gap between offensive insight and defensive best practices in
blockchain security.

By the end of this workshop, attendees will gain practical skills to identify
vulnerabilities, simulate realistic attack scenarios, and harden smart contracts
against emerging threats.

Kennashka DeSilva
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Tracing Financial Operations

An investigation into cybercriminal financial operations, following the money
to examine how threat actors generate, transfer, and launder illicit proceeds,
including the operational security and threat modelling required to safely
perform this research and which OSINT and blockchain tools and techniques
to use.

This workshop covers the full chain, from how cyber criminals steal or
extort money to how they get to spend it. Participants will start with OpSec,
learning how to set up operations to conduct this kind of research, the threat
modelling involved and what options are available, from air-gapped laptops
and Tails to Qubes OS and Vms.

Since the majority of cybercrime transactions happen in crypto, we'll do a
deep dive, from the basics of KYC, CEX, DEX and bridges and how they are
used by criminals, then exploring in detail how chains like Monero are being
leveraged and how smart contracts like Tornado Cash are used to successfully
launder money.

Participants will learn which techniques and tools to use to track transactions
on and off chain, with a mix of OSINT, Tor and block explorer tools. We'll look
at the masters of the game, the Lazarus Group, which managed to launder
hundreds of millions, as well as how InfoStealers and ransomware groups
go from demanding a ransom to laundering it.

Alexander Wilczek



Features of a DEF CON Badge

The DEF CON Singapore 1 Badge is a device with several easy to use self
evident features as well as some less obvious ones. The badge contains secrets,
puzzles, easter eggs, and mysterious challenges as well. To learn about the
various features, advanced use of base stations, and how to enjoy the badge
to the maximum extent, please visit us during this interactive workshop
where teams may develop to share resources while learning the basics.

We examine the physical aspects of  the badge while describing various parts
and how they support the rich feature set.

Bring a computer and USB cable if you want to explore the Infocomm
Z-Machine simulator with I/O on the USB CDC console. The same require-
ment exists if you want to benefit from a quick start in examining the chip
and optionally programming it.

Arjun Suresh and Dani Weidman
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Developing for the DCSG1 Badge

The DEF CON Singapore 1 Badge is a device powered by the Espressif
ESP32-C6 MCU in a castellated module including eight megaoctets of flash
storage. Developing firmware applications is rather easy with the right tools
and training, so we ex plore the most common workflow used by the
application design team. To begin we install the ESP-IDF toolchain and
verify with a few simple examples, programming  the chip and observing
the outcome. A lot of alternative workflows exist, involving Visual Studio,
Eclipse, Arduino, Rust, Tiny Go, Micropython, and RIOT.

We include information on FreeRTOS and the IPS display library LVGL, as
well as a mo re detailed explanation of driving the parts on the printed
circuit board.  Bring a portable computer with a USB Type-C cable please,
and optionally install  the ESP-IDF software development environment as
described on https://docs.espressif.com/projects/esp-idf/

Michael Schloh and Joyce Ng



Smart Contract War Room (ZH)

EN: This interactive workshop places participants inside a live smart contract
incident on a private test network. Working in small groups, attendees will exploit
common Web3 security failures such as missing access controls, unsafe external
calls, oracle assumptions, and approval misuse. After reproducing the attack,
each team shifts into defense by tracing attacker activity, summarizing impact,
and proposing patches. The session is designed to connect CTF-style challenge
solving with practical smart contract auditing and incident response skills.

中⽂: 这是⼀场围绕私有测试⽹络展开的互动式智能合约攻防⼯作坊。参与者将以⼩组形式复现常  见的 Web3 安全问题，例如权限控制缺失、不安全外部调⽤、预⾔机假设错误以及授权滥  ⽤。完成攻击路径后，学员将切换到防守视角，追踪攻击者⾏为、梳理影响范围，并提出修 复⽅案。
课程⽬标是把 CTF 式解题体验，与真实世界中的智能合约审计和安全响应实践连 接 起来。

Antigone and Absurdity
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Wallet Drainer Forensics (ZH)

EN: Modern wallet drainers rarely rely on a single bug. Instead, they combine
phishing pages, deceptive signing flows, stolen approvals, and fast fund
movement across multiple services. In this workshop, participants analyze
a simulated wallet-drainer campaign from the initial lure to the final on-chain
transfers. Teams will inspect malicious front-end artifacts, decode approvals
and signatures, identify attacker infrastructure, and trace the movement of funds.

The workshop emphasizes practical investigation habits for researchers,
responders, and builders defending wallet users.

中⽂: 现代钱包盗刷攻击通常并不依赖单⼀漏洞，⽽是结合钓鱼页⾯、诱导签名、恶意授权以及跨  平台快速转移资⾦等多种⼿法。在本⼯作坊中，参与者将分析⼀条模拟的钱包 drainer 攻 击 链，从最初的诱导⼊⼝⼀直追踪到链上的最终资⾦流转。
学员将检查恶意前端痕迹、解> 析授 权与签名数据、识别攻击者基础设施，并追踪资⾦路径。课程重点是帮助研究者、应> 急响应 ⼈员和开发者建⽴实⽤的调查与防御思维。

FLY and baswvad



Web3 Incident Investigation
Dinmukhammed Kabiden
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This two-hour hands-on workshop teaches participants how to investigate a 
realistic Web3 drainer incident from the first victim interaction to the final 
cash-out path. The scenario starts with a simulated fake airdrop page and a 
safe testnet wallet approval, then follows the attacker workflow through 
token allowance, transferFrom execution, DEX swaps, bridge movements, 
and possible exchange deposit points. 

This defensive and investigative workshop does not teach people how to 
steal funds, but to understand the attack path well enough to detect, 
document, and investigate it. Participants will learn how malicious approval 
flows work, how to read ERC-20 approval and transfer events, how to 
separate victim wallets from operator wallets, and how to build a simple 
evidence timeline using public block explorers and open-source intelligence 
methods. We will also discuss common mistakes in attribution, such as 
overclaiming based on shared infrastructure, confusing deposit addresses 
with actor-controlled wallets, or treating every bridge hop as laundering. 

The practical part will use a prepared dataset of safe transactions, testnet 
examples, and screenshots from realistic phishing and drainer patterns. By 
the end, participants should be able to explain what can be proven on-chain, 
what requires off-chain context, and how to turn raw transaction activity into 
a clear incident narrative for security teams, compliance teams, or law 
enforcement partners. 

This workshop is suitable for beginners with basic crypto knowledge as well 
as security practitioners who want a structured introduction to Web3 
incident investigation.



Clear Signing for People 
Dan Miller

TAI agents are moving on-chain. They auto-trade, rebalance defi positions, 
sweep wallets, pay for things, and manage Bitcoin Lightning channels. The 
moment an agent holds signing authority, it can move your funds with no 
human in the loop, and a single prompt injection or runaway glitchy loop 
can drain a hot wallet faster than you can stop it. A hardware wallet cannot 
judge whether a trade is smart, but it can require a physical human 
confirmation, on a trusted display, before any transaction is broadcast. That's 
the main idea of this workshop: the AI can propose transactions, but only a 
human verifying the real destination and amount on the device's own screen 
may approve them. Attendees leave able to put an AI signing or trading 
agent behind a hardware wallet so that no critical transaction executes 
without a human's eyes and thumb, and knowing what to do when per-
action confirmation is not feasible.

What they will learn: Where AI agents silently gain irreversible spending 
authority, and which on-chain actions deserve a human checkpoint. The 
threat model of hardware wallets: what the secure element and trusted 
display actually guarantee (key custody, physical confirmation, and what you 
see is what you are signing) versus what they can't ( judging whether a trade 
is smart, or protecting you when you blind-sign). How to route an AI agent's 
transactions through a hardware wallet so each critical signature requires a 
physical confirm and on-screen verification Why the device needs to parse 
calldata and scripts to clear-sign, and why controlling the parsing, not 
breaking cryptography, is the agent's real attack. Clear-signing versus blind-
signing is the entire defense, and where the parsing runs (device vs. host) 
decides whether the agent can lie to you. Policies: Dealing with decision 
fatigue and how agency works when per-action confirmation doesn't scale: 
managing BTC Lightning channels, where signing is too frequent and too 
fast for a human tap on every HTLC, so the hardware must enforce a signing 
policy (for example a validating Lightning signer) instead of a per-transaction 
veto. How to keep a tamper-evident record of every proposed versus 
confirmed action so a misbehaving agent is detectable. How to judge agentic 
crypto tools: keep self-custody, verify the signing path, and never give raw 
keys to a bot.
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Software supply chain attacks don't announce 
themselves — they hide in plain sight inside a 
merge request.  This two-hour hands-on workshop 
drops you into a live, purpose-built Git 
environment where your only goal is to sneak 
malicious code past an LLM-powered detection 
engine and exfiltrate a secret before the pipeline 
catches you. Every commit you push triggers an AI-
based code analysis system that scrutinizes your 
changes for malicious intent. Your job is to make it 
look the other way. Each failed attempt surfaces the

engine's reasoning — giving you the feedback loop you need to sharpen your 
next move. This workshop is built on a real-world red team exercise 
spanning over numerous pipeline runs and a dozen documented bypass 
chains, distilled into a structured CTF-style gauntlet. You'll leave with a 
concrete, battle-tested understanding of where LLM-based static analysis 
breaks down, and a sharper toolkit for evading AI-assisted supply chain 
defenses in the wild. No prior experience with supply chain attacks required. 
The objective is simple: poison the code, survive the scan, and walk away 
with the flag — or the keys to the machine.

Evading LLM-Based Code
Poisoning Detection at the Merge

Hanley and Cong
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Building on the seed extracted in the 'Hacking a Crypto Hardware Wallet' 
workshop, we take the attack further across multiple blockchains and a 
completely different device class. Participants use the same stolen seed to 
take over an Ethereum account, steal ERC-20 tokens through smart contract 
interaction, and drain SPL tokens from a Solana wallet derived from that 
same seed. We then breach a Monero wallet by exploiting its dual-key 
architecture, before pivoting to a Bitcoin Lightning ATM — the Bleskomat 
ATM — dumping its firmware to extract LNURL signing keys and forging 
withdrawal QR codes without inserting a single coin. A live scoreboard tracks 
each team's progress across all five chains. This advanced session is for 
participants ready to see how one compromised seed cascades into total 
multi-chain compromise, and how physical attacks extend beyond wallets to 
point-of-sale infrastructure
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Chain Exploitation & ATM Attacks
Sadiq and Param



Why do Web3 users keep getting hacked even when the smart contracts are 
audited? This workshop examines the Web3 attack surface through three 
lenses: the client, the dApp frontend, and the blockchain, using real-world 
hacks, scams, and exploits to demonstrate how each layer can fail.

Participants will take part in interactive investigations of common attack 
vectors and learn practical techniques for identifying and reducing risk in 
their own wallets and workflows. Through hands-on analysis of real-world 
incidents, attendees will explore how attackers exploit weaknesses outside of 
smart contracts, including compromised frontends, malicious transactions, 
wallet abuse, and user-targeted attacks.

The workshop concludes with a forensic deep dive into the $1.5 billion Bybit 
hack, where attendees will analyze the malicious transaction, compromised 
frontend artifacts, and on-chain evidence that enabled the largest 
cryptocurrency theft in history.

Web3 Hacks, Scams, and Exploits
Philip Werlau and Kennashka DeSilva
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This will be a hands-on talk walking through various methods of 
cryptanalysis, starting with simple ciphers and working up to more 
sophisticated modern encryption methods.
Cryptography protects our digital world, but every encryption scheme has 
weaknesses — if you know how to find them. This highly interactive, hands-
on talk takes you on a progressive journey through the fascinating world of 
cryptanalysis. Starting with simple pencil-and-paper ciphers and gradually 
advancing to real-world modern encryption techniques, you will learn both 
the theory and practical attacks that security professionals actually 
use.Whether you’re a beginner curious about codebreaking or an 
experienced practitioner looking to sharpen your skills, this session delivers 
immediately usable knowledge and tools. By the end of this session, 
participants will be able to: identify and break classical and weakened 
modern ciphers; apply statistical and mathematical techniques to 
cryptanalytic problems; recognize common implementation mistakes that 
weaken “secure” systems; use industry-standard tools for cryptanalysis and 
CTF challenges; and think like an attacker when evaluating cryptographic 
designs
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Breaking Ciphers
Luke and Rigo



This workshop follows Breaking Ciphers by introducing an interested person 
to some of the more technical concepts in cryptography. We will talk about 
modern cryptographic methods in use today, as well as their shortcomings. 
Furthermore, we will talk about important related concepts in math, such as 
Zero Knowledge Proofs and Quantum Resistance. This workshop is also 
accessible to people of all ages and backgrounds.

Modern Topics in Cryptography
Luke and Rigo

30 | Chapter 2: Workshops



Most people use blockchains. Few understand what's underneath. In this 
hands-on workshop, you'll build two cryptocurrencies from the ground up — 
a Layer 1 chain in Python and a Layer 2 token ecosystem in Solidity — and 
immediately turn that builder knowledge into attacker intuition. 
Developers, security researchers, financial analysts, and curious hackers with 
basic Python familiarity will benefit most. Solidity experience is helpful but 
not required. Bring a portable computer with Python 3.10+ installed.
Build and Break 
Layer 1 — Python (First Hour) Starting from scratch, you'll implement a 
working blockchain: consensus logic, transaction validation, peer primitives, 
and a minimal node. As each component goes up, we'll stress-test it — 
examining double-spend vectors, chain reorganization attacks, and the gaps 
that emerge when cryptographic assumptions are made carelessly. 
Layer 2 — Solidity (Second Hour) On top of that foundation, you'll deploy 
smart contracts representing a Layer 2 token system — the kind that 
underpins real DeFi protocols today. We'll instrument the contracts for 
auditability, then walk through the classic offensive playbook: reentrancy, 
integer overflow/underflow, access control failures, and oracle manipulation. 
You'll exploit contracts you just wrote, which makes the lessons stick.
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Currency Design from Scratch
Param and Mathew



This spontaneous meeting of smart contract enthusiasts gives a practical, no-
setup introduction to smart contracts: how to read them, deploy them, and 
understand where they go wrong. Self guided working at your own pace, 
consider testing Remix, a browser-based Solidity IDE, to write and deploy a 
simple smart contract from scratch, then use OpenZeppelin's audited 
contract templates to see what production-grade code actually looks like.

Once familiar with the process, shift to navigation: learn to pull up and read 
real, deployed contracts on Etherscan, understanding what a contract's 
public functions reveal about its behavior and risk. No prior Solidity or 
blockchain development experience is required, however we lost the 
workshop instructors due to b rilliant consular visa failures so the two hour 
workshop becomes a do it yoursel f exploration with infrequent visits from 
village staff to assist where possible . Have fun learning to hack smart 
contracts and good luck!

Hacking smart contracts
Village Staff

32 | Chapter 2: Workshops



CHAPTER 3

Staff Members

Staff at the Cryptocurrency Advocate plan events throughout the year.

Arjun Suresh, Contest Manager
Arjun is pursuing postgraduate studies in Cybersecurity at the University of 
Wollongong in Dubai, specializing in blockchain security, penetration testing, 
and applied cryptography. His interest in crypto security was shaped by 
analyzing major exchange breaches, including the Mt. Gox and Ronin 
Network hacks, where he studied the gap between attacker tradecraft and 
real-world defenses..

Antigone, Capture the Flag Manager
Antigone is currently conducting smart contract audits at an auditing 
company. In his spare time, he writes code and mines bugs on vulnerability 
bounty platforms. Mainly looking at various protocols in the EVM ecosystem, 
Antigone is accustomed to reviewing and learning vulnerability logic through
practical experience.

Michael Schloh von Bennewitz, Staff Secretary
Michael Schloh von Bennewitz (MSvB) is a computer scientist specializing in 
embedded systems. As chairman of Monero Devices, he produces 
cryptosecure electronics while contributing to Opensource development 
communities. Michael teaches hardware security and organizes 
cryptocurrency groups at Defcon since 2017.

Kennashka DeSilva, Hackathon Manager
Kennashka DeSilva is a seasoned cybersecurity researcher with a strong track 
record of advancing security best practices in decentralized systems. She was 
a featured speaker at DEF CON 30’s “Hacking & Defending Blockchain 
Applications” session, where she helped bridge the gap between traditional 
application security frameworks—such as the OWASP Top Ten—and the 
unique risks found in DEFI and smart contract ecosystems.  Kennashka is 
also an active participant in the cybersecurity community, having contributed 
to multiple HackMiami events and served on the executive councils of 
Women in Cybersecurity Florida and Black Girls in Cyber, helping to advance 
diversity, mentorship, and professional development in the field.

33



Do Truong Giang, Badge Manager
Giang (FSNaix) is an AI and security researcher from Vietnam and a Bloomify 
cofounder. He helps build open-source Vietnamese language models with 
BlossomsAI, and he built Petal (an AI tool that reverse-engineers binaries 
faster than doing it by hand.) At DEFCON Singapore Giang managed to get 
DOOM running on a $20 conference badge.

Sadiq, Hardware Manager
Sadiq is a hardware hacker and co-founder of CodeBit, a technology 
company based in Brunei that's building a hardware engineering academy to 
teach embedded systems and security from the ground up. He is focused on 
developing a pedagogy that blends theory with hands-on practice, so aspiring 
hackers — especially those just starting out — don't just learn how something 
works; they build it, break it, and understand it for themselves. His own 
research focuses on hardware attacks against embedded devices — using fault 
injection and power analysis to defeat the security of everything from crypto 
hardware wallets to point-of-sale infrastructure. Above all, he's driven by one 
goal: building hardware and security competency in Brunei, where hands-on 
learning is still hard to come by.

Izdihar, Node Services Manager
Izdihar is a cybersecurity practitioner who works in penetration testing and 
tinkers with a homelab in his spare time, where he has been experimenting 
with running blockchain testnet nodes. His interest in cryptocurrency is 
mostly about understanding how the infrastructure works. He helps run 
cyber673, a small grassroots community in Brunei.

Param Pithadia
Param is a Software Engineer at Coinbase and an Electrical Engineering 
alumnus from Georgia Tech. He brings a unique blend of hardware and 
software expertise to the web3 space. While his formal focus on cryptography 
and hardware security was sparked by a class at Georgia Tech, his passion 
spans the entire crypto ecosystem.
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Dinmukhammed Kabiden, Intelligence Manager
Dinmukhammed Kabiden, also known as Celestial, is a CTI analyst and Web3
investigator from Kazakhstan focused on OSINT, blockchain investigations, 
crypto fraud, and cyber threat intelligence. He has experience investigating 
fake airdrops, wallet-drainer activity, on-chain fund flows, scam 
infrastructure, and OPSEC mistakes that expose threat actors. He is also the 
organizer of OSINT Mindset and speaks about practical Web3 investigations, 
intelligence reporting, and the intersection of off-chain and on-chain 
evidence.

Sarthak Taneja, Volunteer Manager
Sarthak Taneja is a security professional specializing in detection 
engineering, threat intelligence, cloud forensics, and incident response 
across fintech, crypto, and Web3 environments. His work focuses on 
securing digital asset infrastructure, custody workflows, cloud-native 
systems, and blockchain-adjacent attack surfaces, with experience 
investigating advanced threat activity from groups such as Lazarus, Kimsuky, 
BlueNoroff, and ShinyHunters. He has led initiatives across SOC maturity, 
Detection-as-Code, zero-trust controls, and purple teaming, and has spoken 
at international security conferences including DEF CON.
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Speakers

Experience the following expert speakers at the DEFCON Creator Stages.

Philip Werlau
Philip is a cryptocurrency investigator and smart contract analyst specializing 
in DeFi, on-chain forensics, and blockchain security. Experienced in support 
of government agencies and private-sector clients in cryptocurrency fraud 
investigations, exploit analysis, fund tracing, and smart contract risk analysis, 
Philip’s extensive familiarity with EVM ecosystems, blockchain analytics, and 
custom investigative tooling contributes to his work in government and 
industry.

Hanley Shun
Hanley has been working in information security for 10 years, with a 
background in penetration testing and vulnerability management. Now at 
OKX, channeling that offensive mindset into building secure CI/CD pipelines 
with AI, every day keeping customers' funds safe.

Cong Zhang
Cong has spent 5 years building SAST from the inside out — engines, rules, 
and the thinking behind them. From AST-level detection logic to full 
scanning pipelines, he knows where static analysis hits its limits. Now at 
OKX, he's pushing past them with AI, teaching tools to reason about supply 
chain risks and logic flaws that pattern matching will never catch.

Mathew Sigunga
Mathew is a Computer Engineering student at the Georgia Institute of 
Technology with interests in blockchain security, cloud security, and 
embedded systems. He has experience developing cloud infrastructure, 
security tooling, and blockchain applications, and currently volunteers with 
the DEF CON Cryptocurrency Village supporting USB media distribution and 
on-chain security workshops. His interests include smart contract security, 
blockchain architecture, and building secure systems from the hardware to 
the cloud.
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Rigo Salazar
Rigo earned his graduate degree in mathematics and has been dipping in and 
out of the cryptocurrency space since 2019. As the manager of a separate 
company (in a non-competing field), he only works part-time with Cypher 
Stack, with the hope to make a full transition in the future. He also has the 
exclusive brother right to bust Diego's chops, which makes him invaluable to 
the team.

Diego Salazar
Diego 'rehrar' has been around the FOSS and cryptocurrency communities 
for eight years. He owns and runs Cypher Stack, a company that performs 
novel research and makes contributions to various FOSS projects. He has 
organized and managed several villages at defcon, c3, and more.

Luke Szramowski
Luke is a mathematical researcher, with a Bachelor's Degree in Mathematics 
and two Master's Degrees, one in Math, with a focus in Number Theory and 
another in Math with a focus in Coding Theory. In his free time, Luke works 
on a litany of different math problems, mainly regarding Number Theoretic 
conjectures and playing all different types of games.
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Instructors

Our instructors bring academic and industrial experience. Meet the experts.

Elaine Shi
Elaine Shi is a Packard Fellow, Sloan Fellow, ACM Fellow, and IACR Fellow. A 
Professor with a joint appointment in CSD and ECE at Carnegie Mellon 
University, Elaine is also an Adjunct Professor of Computer Science at the 
University of Maryland. Her research interests include cryptography, security, 
mechanism design, algorithms, foundations of blockchains, and 
programming languages. Elain is a co-founder of Oblivious Labs, Inc. My 
research on Oblivious RAM and differentially private algorithms have been 
adopted by Signal, Meta, and Google.

Afonso Tinoco
Afonso Tinoco is a PhD candidate currently on leave from Carnegie Mellon 
University and University of Lisbon. His research interests include Applied 
Cryptography and Distributed System Verification. He is a Co-Founder and a 
Research Engineer at Oblivious Labs, Inc. (https://obliviouslabs.com). 
Oblivious Lab’s mission is to develop open-source toolchains for Oblivious 
Computation (https://github.com/obliviouslabs/), with the goal of 
accelerating the wide deployment of Oblivious Computations. He is also a 
co-captain of STT (https://sectt.github.io/) , the CTF team of University of 
Lisbon.

Dan Miller
Dan Miller has designed, deployed, and secured information systems for 
multinational banks, publishers, credit agencies, telecoms, and other 
enterprises for nearly three decades. He specializes in open-source solutions 
and system integration to reduce friction in computing and communication. 
His work with community currencies, barter networks, and timebanks has 
shaped his involvement with cryptocurrencies.
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Wei Hong
Wei Hong is a machine learning practitioner with six years of experience in 
natural language processing and applied AI at one of the world’s largest 
cryptocurrency exchanges. He has contributed to projects involving KYC 
systems, user risk profiling, and the deployment of AI in real-world financial 
applications. Fascinated by blockchain development, Wei Hong is particularly 
interested in the intersection of decentralization, transparency, and machine 
learning. He is currently pursuing a Master’s in Computer Science at Georgia 
Tech, where he is an active member of the Blockchain Club@GT.

Chloe Chong
Chloe is a machine learning engineer and blockchain enthusiast with five 
years of experience in building ML systems for fraud detection and 
compliance in the traditional payments and fintech industry. Outside of 
work, she explores blockchain development with a focus on usability and 
real-world applications in the payment space. Chloe is an active member of 
the Georgia Tech Blockchain Club and is particularly interested in how 
decentralized technologies can improve financial infrastructure and user 
experience.is work with community currencies, barter networks, and 
timebanks has shaped his involvement with cryptocurrencies.

Dani Weidman
Dani Weidman is a software engineer with interests in interactive devices, 
practical hardware hacking, and weird purpose-specific technology. By day, 
he works on secure AI software at an electronic medical records startup; 
outside of work, Dani builds interactive hardware and badge projects, and 
reverse engineers things like infrared-controlled light-up wristbands and 
Bluetooth trackers. Dani enjoys bringing software and hardware together.
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Contests

CHAPTER 4

To participate free of charge in the 
Cryptocurrency Cyber Challenge as an individual 
or team, register your (pseudo)name to receive 
confirmation and detailed instructions. Each 
member of a team must register. On site 
registration may be available at the event, but 
once contest seats fill the Cryptocurrency Cyber 
Challenge will close to new participants. 
Awarding of monetary prizes and other rewards is

not guaranteed and may depend on the opinions and moods of sloppy 
judges as they review and test your newly acquired skills. Your physical 
presence is required. Good luck!
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Levels

Level 1

To win the first level, answer five questions relating to offensive security 
practices in cryptocurrency systems. Use the list in this book to practice.

Level 2

To win this level, create a testnet wallet, write down the seed phrase safely, 
answer a few security questions, and send a test transaction.

Level 3

To win, connect your badge to a computer, and customize or reset the device.

Level 4

To win this level, find the hidden data stored in the badge electronics, and 
show the recovered messages or codes.

Level 5

To win this level, prove your understanding of currency flow. A wallet was 
violated, funds were drained and moved across multiple wallets to hide the 
trail. Your mission is to trace the transactions, recover the missing seed 
phrase word hidden in the on-chain data, and identify where the funds finally 
ended up.

Level 6

To win this level, deanonymize a given wallet. Participants are given a cluster 
of transactions where privacy techniques have been applied imperfectly. They 
must identify the fingerprint leak that breaks anonymity and name the wallet 
or actor behind it.

To learn what prizes accompany each level won, please ask a staffperson.
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Capture the Flag

CHAPTER 5

Draining Sin City Jackpots

The DEF CON Cryptocurrency Village CTF is a hands-on Capture the Coin
competition focused on practical security across the systems, protocols,
and infrastructure behind modern crypto ecosystems.

This is not a lecture track or a list of toy puzzles. It is a table-top hunt:
read interfaces, follow state, inspect code and data, and turn findings
into flags.

The set is built for a range of players. Approachable entry points help
newcomers get started; harder paths reward deep technical skill, fast
analysis, and careful exploitation.

What You Will Touch

• L1 state and chain infra
• smart-contract logic
• exchange attack surfaces
• applied cryptography
• reverse engineering
• dynamic targets

How to Approach It

• start small
• chain findings
• bring a laptop
• keep notes and tools ready
• play solo or as a team
• submit flags

Challenge names stay secret until the CTF opens. Come ready to adapt:
some solves feel like puzzles, some like audits, and some like reversing
an unfamiliar system while the clock is moving.

Read the system. Find the edge. Capture the coin.
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How to Play

At the Table

Bring a laptop, register a team name, submit flags, and climb the live scoreboard.
Table staff can help with platform questions when available.

Dynamic Track

One dynamic auto-reversing challenge evolves during the event, pushing
teams to analyze unfamiliar systems, adapt their tooling, and reason
under pressure.

Launch Details

Exact challenge names and descriptions stay secret until the CTF opens.
Final rules, URL, and schedule will be announced on the Village site and
at the CTF area.

Good to Know

Physical presence may be required for rewards or judging decisions. If
you care about prizes, stay reachable near the CTF area.
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Hackathon

CHAPTER 6

To participate free of charge in the 
Cryptocurrency Hackathon as an individual or 
team, register your (pseudo)name to receive 
confirmation and detailed instructions. Each 
member of a team must register. On site 
registration may be available at the event, but 
once contest seats fill the Cryptocurrency 
Hackathon will close to new participants. 
Awarding of monetary prizes and other rewards is

not guaranteed and may depend on the opinions and moods of sloppy judges 
who evaluate your work according to the following criteria. Your physical 
presence is required. Good luck!

Privacy — "Hide"

• ZK (privacy pools etc...)
• Metadata minimization
• Private identity/credentials

Sovereignty — "Survive"

• Watchdog / monitoring agents
• Fraud proof systems
• Key management & Recovery
• Verifiable infrastructure

Exploitation — "Break"

• Static analysis, Dynamic Analysis
• Runtime tracing / attack replay
• Fuzzing attack test
• Differential testers

Escape — "Evade"

• Censorship resistance
• Surviving chain halts
• Fork-choice modeling
• Emergency migration
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Classes

Application

Design a new cryptocurrency application and explain it with a series of use 
cases and stories. Judging considers uniqueness, novelty, and practicality.

Network

Discover a new network technology to support cryptocurrency application in 
a more secure, efficient, or beneficial way.

Hardware

Design a new electronic device using hardware engineering principles. 
Describe the design in plain language and convince it is implementable.

Software

Design a application, component, library, or driver, that runs in a server, 
workstation, or mobile environment. Judging considers degree of complexity

Firmware

Design a new firmware application using embedded development principles. 
The hardware device in question may be a wearable electronic badge.

Science

Replace the scientific implementation of an existing cryptocurrency system, 
to improve, broaden, or better secure the underlying application.

Analysis

Deliver an original analysis of an existing cryptocurrency system, by writing a 
whitepaper to educate, compare, or convince of merits in the application.
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CHAPTER 7

Glossary

Event - Any occurrence where we appear as a team
Defcon - The largest hacking and security conference hosted in Las Vegas, Nevada 
(sometimes written DC, DEFCON, or DEF CON), hosting presentations, workshops, 
contests, villages and the premier Capture The Flag Contest.
DC34 - Thirty four years after the first Defcon, the number is used rather than 2025
Organizer- A person with management privileges, who can set policy in meetings
Volunteer - A catchall name for those participating by contributing anything
Role - A volunteer may have one or more roles, like press manager or webmaster
Distribution - Transfer of ownership of goods, whether commercial paid or free of 
charge
Village - A classic Defcon concept, granting a lot of generous resources. A lot of 
other similar concepts exist, for which we can apply. For example a vendor area or 
demolab hour
Contest - A very old Defcon concept, where the best contestants win a black badge 
(free entrance)
Crypto - If you like this abbreviation, understand that it's a problem term
Cryptocurrency - A digital form of currency based on code. The code can be either 
open source or closed source. Open source code reveals to the public the inner 
workings of the cryptocurrency, whereas closed source keeps its code secret from 
the public.
Hacker - A difficult term with many meanings, probably this means creative kids
and adults competent at solving science problems in a unique or humorous 
manner.
QM - Quartermaster, the Defcon area where we can check out cables, projectors, 
and tools
Goon - A volunteer at the DC hacking conference who helps ensure the conference 
runs smoothly. Goons may perform a variety of tasks, including security, 
moderating, and helping with presentations
Lead - A term describing a leader of a DEFCON area, like vendor lead or village lead
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Questions 1

01) What is a 51% attack?
02) What is cryptojacking?
03) How does a Merkle proof work?
04) What is ‘slashing’ in Proof of Stake?
05) What happens when a blockchain forks?
06) What does a double spend attack entail?
07) How does a blockchain ensure immutability?
08) What can an attacker do with a 51% attack?
09) What is a Merkle root in a blockchain block?
20) How does staking improve blockchain security?
21) What is a Sybil attack in blockchain networks?
22) What is the �rst block in a blockchain called?
23) What determines a blockchain’s block size limit?
24) What is the threshold in Shamir’s Secret Sharing?
25) What is an eclipse attack in blockchain networks?
26) How does Proof-of-Stake reduce Sybil attack risks?
27) What are smart contracts in blockchain technology?
28) How do blockchain networks mitigate Sybil attacks?
29) How does Proof of Stake differ from Proof of Work?
30) How do miners compete in Proof of Work blockchains?
31) What is a layer 2 solution in blockchain scalability?
32) How does Shamir’s Secret Sharing work mathematically?
33) Why is block height important in blockchain consensus?
34) What is a reentrancy attack in smart contract security?
35) What is the main risk of zero-con�rmation transactions?
36) What is a Merkle tree used for in blockchain technology?
37) What is the primary function of a block in a blockchain?
38) Why are Schnorr signatures considered superior to ECDSA?
39) How does Proof-of-Work prevent double spends?
41) How do blockchain networks prevent front-running attacks?
42) How do nodes in a blockchain network validate new blocks?
43) How does a dust attack compromise cryptocurrency privacy?
44) What is the purpose of a nonce in blockchain block mining?
45) Why do blockchain networks use Merkle trees inside blocks?
46) Which cryptocurrencies are most vulnerable to a 51% attack?
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Answers 1

01) An attack where an entity controls more than 50% of a blockchain’s mining power.

02) e unauthorized use of someone’s computing power to mine cryptocurrency.

03) It demonstrates that a transaction is included in a block without revealing all transactions.

04) A penalty that takes away a validator’s staked coins if they act maliciously.

05) e chain splits into two diverging paths due to disagreements in protocol or new upgrades.

06) A user fraudulently spends the same cryptocurrency twice.

07) rough cryptographic hashing and decentralized consensus mechanisms.

08) Reverse transactions, double spend coins, and prevent new transactions from con�rming.

09) e �nal hash in the Merkle tree that represents all transactions within that block.

20) Validators have �nancial incentives to act honestly since they risk losing their stake if they cheat.

21) A malicious entity creates multiple identities to gain disproportionate in�uence.

22) e genesis block.

23) Protocol rules, which affect scalability and transaction capacity.

24) e minimum number of shares required to reconstruct the original secret.

25) A type of attack where a node is isolated and fed false information by malicious peers.

26) By requiring a substantial stake to participate in consensus.

27) Self-executing contracts with prede�ned conditions written in code.

28) rough Proof-of-Work, Proof-of-Stake, or identity veri�cation measures.

29) Instead of computational effort, validators are chosen based on the number of coins they stake.

30) By solving complex mathematical puzzles (hash functions) to �nd a valid block hash.

31) An off-chain scaling mechanism designed to increase transaction throughput.

32) It uses polynomial interpolation to reconstruct a secret from a subset of shares.

33) It helps determine the longest chain and ensures consistency across nodes.

34) A vulnerability where a malicious contract repeatedly calls a function before the state updates.

35) ey can be double-spent before being included in a block.

36) To efficiently verify and store large sets of transactions in a block.

37) To store a batch of transactions and link securely to the previous block.

38) ey provide better security, efficiency, and privacy through aggregation.

39) By ensuring that the longest chain is valid, making transaction reversals difficult.

41) By implementing transaction ordering mechanisms like batch auctions.

42) By checking that the transactions are valid and the block follows consensus rules.

43) By sending tiny amounts of cryptocurrency to wallets to track transactions and link identities.

44) A variable used in Proof of Work to �nd a valid hash for a new block.

45) To efficiently verify transactions without needing the entire dataset.

46) Smaller Proof-of-Work chains with lower hashrate security.
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Questions 2

47) What is the role of rollups in Ethereum scaling?
48) What is the role of CoinJoin in Bitcoin privacy?
49) What is the difference between SHA-256 and Keccak-256?
50) What is the main purpose of Proof of Work in a blockchain?
51) How does a timejacking attack manipulate blockchain consensus?
52) What is the signi�cance of block timestamps in cryptocurrency?
53) What feature does Mimblewimble offer for cryptocurrency privacy?
54) What is the purpose of a phishing attack in cryptocurrency security?
55) What mathematical concept is fundamental to Schnorr signatures?
56) What is �nality in blockchain networks?
57) What is probabilistic vs deterministic �nality?
58) What is Byzantine Fault Tolerance (BFT)?
59) What is a mempool and how is it used in a blockchain?
60) What is state in a blockchain and what does it refer to?
61) What is a seed phrase and how is it often used?
62) What is hierarchical deterministic (HD) wallet?
63) What is a nonce in Ethereum transactions?
64) What is an integer over�ow/under�ow vulnerability?
65) What is a denial-of-service attack in smart contracts?
66) What is front-running protection using commit-reveal?
67) What is interoperability in blockchain networks?
68) What is a wrapped token and give an example?
69) What is slippage in cryptocurrency trading?
70) What is modular blockchain architecture?
71) What is data availability in blockchain networks?
72) Why are private keys more important than passwords?
73) What is the oracle problem in smart contracts?
74) What is a fallback function in smart contracts?
75) What is a �ash loan attack and how does it work?
76) What is a rug pull in DeFi network systems?
77) What is a bridge attack in cross-chain systems?
78) What is MEV (Maximal Extractable Value)?
79) What is the blockchain trilemma?
80) What is the difference between rollups and sidechains?
81) What is a zero-knowledge proof (ZKP)?
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Answers 2

47) ey bundle multiple transactions into a single batch to reduce on-chain processing.

48) It enables users to combine transactions, making it harder to link addresses to individuals.

49) SHA-256 is used in Bitcoin, while Keccak-256 is used in Ethereum.

50) To secure networks by requiring computational effort to validate transactions and add blocks.

51) By altering a node’s system time to create invalid timestamps and disrupt synchronization.

52) ey help verify the chronological order of transactions and prevent manipulation.

53) It hides transaction amounts and addresses to improve anonymity.

54) To trick users to reveal private keys or login credentials through fraudulent websites or emails.

55) Discrete logarithms in elliptic curve cryptography.

56) Finality is the guarantee that a transaction cannot be reversed once it is con�rmed.

57) Probabilistic improves over time; deterministic is instant.

58) It is the ability of a system to function correctly even if some nodes act maliciously or fail.

59) A mempool is a pool of uncon�rmed transactions waiting to be included in a block.

60) State refers to the current data of accounts, balances, and smart contracts at a given block.

61) A seed phrase is a human-readable backup of a private key used to restore a wallet.

62) An HD wallet generates multiple addresses from a single seed phrase.

63) It is a counter that ensures each transaction is processed only once and in order.

64) TIt occurs when arithmetic operations exceed storage limits, causing incorrect values.

65) An attacker prevents contract execution by consuming resources or triggering failures.

66) Users �rst commit a hashed value, then reveal it to prevent others from copying or exploiting it.

67) An off-chain scaling mechanism designed to increase transaction throughput.

68) It is a token representing a cryptocurrency from another blockchain (BTC on ETH.)

69) It is the reward earned by locking tokens in a Proof-of-Stake network.

70) It separates execution, consensus, and data availability into different layers.

71) It ensures that transaction data is accessible for veri�cation by all participants.

72) Because ownership of funds is entirely determined by control of the private key.

73) e difficulty of securely bringing real-world data onto the blockchain.

74) A default function triggered when no function matches or Ether is sent.

75) An attack using instant loans to exploit protocols in one transaction.

76) A scam where developers withdraw funds leaving tokens worthless.

77) An exploit targeting cross-chain bridges to steal locked assets.

78) Pro�t from reordering or manipulating transactions in a block.

79) e trade-off between decentralization, security, and scalability.

80) Rollups use main chain security; sidechains operate independently.

81) Proof of knowledge without revealing the actual information.





53

Website

Sections in the appendix are taken from the current state of the website and 
developments relating to the Cryptocurrency Advocate's appearance at the 
DEFCON hacker convention in Las Vegas, USA.

For a more comprehensive or up to date impression, please navigate to:

https://www.cryptocurrencyvillage.cc/

APPENDIX



Volunteer Poster
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Contest Poster



Hackathon Poster
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Capture the Flag Poster
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Las Vegas Venue
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Las Vegas Area
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Bahrain Venue
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Singapore Venue
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Singapore Area
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News

Defcon accepts Cryptocurrency Advocate as a Vendor
Exciting News! Defcon has officially welcomed Cryptocurrency Advocate as a 
conference vendor. Get ready for a fusion of cutting edge cryptocurrency 
innovation and top tier cybersecurity insights in a vending package you can 
visit at Defcon this August 8-10 2025.
      https://www.defcon.org/html/defcon-33/dc-33-vendors.html
Find us in Hall 4 where all Defcon vendors distribute their goods. Products 
include electronics, textiles, and other branded merchandise.

The Cryptocurrency Advocate Website Launches
We wrote a website for visitors to our premium events taking place this 
August at Defcon in Las Vegas.
      https://www.cryptocurrencyvillage.cc/
      https://www.cryptocyberchallenge.com/
You can sign up to attend a workshop, compete in a contest, or propose an 
instructor. See you at Defcon!

Crypto Deregulation on the Radar
After a dozen nations completed integration or clarification of rules 
governing cryptocurrency, a trend towards deregulation is developing. 
Several governments are working to make cryptocurrency adoption more 
attractive in their countries.

The Cryptocurrency Village receives an assignment at DEFCON 33
Managers at DEFCON approved hosting content proposed by the 
Cryptocurrency Village at DEFCON 33, taking place at the Las Vegas 
Convention Center on 7-10 August 2025. The village occupies space in the 
DEFCON Communities area of the LVCC West Hall 4. See you at DEFCON!

The Cryptocurrency Cyber Challenge to take place at DEFCON 33
Managers at DEFCON approved hosting of the Cryptocurrency Cyber 
Challenge at DEFCON 33, taking place at the Las Vegas Convention Center 
on 7-10 August 2025. The contest occupies space in the DEFCON 
Communities area of the LVCC West Hall 4. Come to the contest to meet us!
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DEFCON and AICS in Bahrain to Include the Cryptocurrency Village
Exciting News! DEFCON and the Arab International Cybersecurity Summit 
have decided to include the Cryptocurrency Village at DEFCON Bahrain this 
November 5-6 2025.
      https://www.arab-cybersecurity.com/
Find us in the meeting room hub area C1 where all DEFCON villages reside. 
Find a fun mix of interactive workshops, cutting edge presentations, 
challenging contests, off-hand mentor chats, and free prizes too!

DEFCON SG 1 chooses the Cryptocurrency Village for inaurural event
Today the Cryptocurrency Village was chosen of a handful of villages and 
only four contests, to appear and perform its award winning activities, at 
the first ever DEFCON event in Singapore on 28-30 2026.
      https://www.defcon.org/html/defcon-singapore/dc-singapore-index.html
We will bring several new activities including a hackathon, hardware zoo, 
and birds of a feather. We hope to see you at the Marina Bay Sands Expo!
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Sponsors

We thank our sponsors for their tireless input, constructive feedback, 
monetary, and non-monetary contributions. You play an important role in 
helping accomplish the mission.

Attractive Opportunity

The Cryptocurrency areas at DEFCON 34 (2026) include about 4000 square 
feet of space for an estimated 30000 DEFCON attendees. Our areas are full 
of activities and host the Cryptocurrency Cyber Challenge as well as daily 
workshops. A third Cryptocurrency vendor area lies between these and the 
largest entrance doors near the sold out Fontainebleau and Marriott hotels. 
All of our areas are within eyesight of each other, in the most attractive Hall 
4 floor space at DEFCON. For details, please see maps in the download tab 
of the website https://www.cryptocurrencyvillage.cc/docs/

Other presentations of the Cryptocurrency Village and related areas appear 
at DEFCON Bahrain and DEFCON Singapore.

Sponsor Relations

To contact us with questions relating to sponsorship, please email:
sponsors@cryptoadvocate.cc

DIAMOND

SILVER
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Cryptocurrency Advocate
Cryptocurrency Village and Cryptocurrency Cyber Challenge
https://www.cryptocurrencyvillage.cc/ Last updated: March 31, 2026

1. General Disclaimer

All content, materials, activities, events, products, tools, training sessions, demonstrations, 
presentations, workshops, contests, challenges, and any other offerings (collectively, 
"Offerings") provided by, through, or in connection with The Cryptocurrency Advocate, the 
Cryptocurrency Village, the Cryptocurrency Cyber Challenge, and any affiliated events or 
platforms (collectively, "the Organization") are provided strictly for educational, 
demonstrational, research, and training purposes only.

The Organization is operated entirely by volunteers and does not charge for participation in 
its Offerings. No Offering shall be construed as professional, financial, investment, legal, tax, 
or any other form of licensed advice or recommendation.

2. Assumption of Risk

By attending, participating in, observing, accessing, or otherwise engaging with any Offering 
— whether in person at any venue or event location (including but not limited to events held 
in Las Vegas, United States; Singapore; or Bahrain), online, or through the Organization's 
website or any related digital platforms — you expressly acknowledge and agree that you do 
so entirely at your own risk.

Certain Offerings may involve inherent risks, including but not limited to the use of 
soldering irons, electronic tools, battery-operated devices, lithium battery components, 
chemical substances, hardware assembly kits, or other equipment and materials. You accept 
full responsibility for any injury, loss, damage, or liability arising from your participation.

3. No Warranty

All Offerings are provided on an "AS IS" and "AS AVAILABLE" basis, without warranty of any 
kind, whether express, implied, or statutory, including but not limited to warranties of 
merchantability, fitness for a particular purpose, accuracy, completeness, reliability, non-
infringement, or uninterrupted availability.

Any products, kits, hardware, software, documentation, or other materials provided, 
distributed, or made available by the Organization — whether free of charge or otherwise — 
come with absolutely no warranty. The Organization makes no representations or
guarantees regarding the safety, functionality, performance, or suitability of any such 
materials.
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4. Limitation of Liability

To the fullest extent permitted by applicable law, the Organization, its volunteers, 
organizers, instructors, speakers, advisors, sponsors, partners, affiliates, and any 
associated individuals or entities shall not be held liable for any direct, indirect, incidental, 
consequential, special, exemplary, or punitive damages, including but not limited to 
damages for personal injury, loss of data, loss of profits, property damage, or any other 
loss arising out of or in connection with any Offering, regardless of the cause of action or 
the theory of liability, even if the Organization has been advised of the possibility of such 
damages.

5. Third-Party Content and Services

The Organization's Offerings may include or reference content, materials, products, 
services, presentations, or opinions provided by third parties, including but not limited to 
guest speakers, sponsors, partners, and linked external websites or resources. The 
Organization does not endorse, guarantee, or assume responsibility for the accuracy, 
completeness, safety, legality, or quality of any third-party content or services. Any reliance 
you place on such third-party content is strictly at your own risk.

6. Not Financial or Investment Advice

Nothing in any Offering constitutes financial advice, investment advice, trading advice, or 
any other form of advice intended to be relied upon for financial decision-making. The 
Organization, its volunteers, and its participants are expressly prohibited from providing 
financial or investment advice. Any discussion of cryptocurrencies, blockchain 
technologies, tokens, digital assets, or related topics is purely educational and for research 
purposes. You should consult a qualified financial advisor before making any financial 
decisions.

7. Website and Digital Content

Content published on the Organization's website ([www.cryptocurrencyvillage.cc](https://
www.cryptocurrencyvillage.cc/)), related repositories, social media accounts, 
communication channels (including Discord, Mastodon, Nostr, and email), and any other 
digital platforms is provided for informational and educational purposes only. The 
Organization makes no guarantee that website content is current, accurate, or complete, 
and reserves the right to modify or remove content at any time without notice.

8. Intellectual Property

All original content, trademarks, logos, and materials produced by the Organization 
remain the property of The Cryptocurrency Advocate unless otherwise stated. Offerings 
that include open-source software or third-party materials are subject to their respective 
licenses.



9. Indemnification

By participating in or engaging with any Offering, you agree to indemnify, defend, 
and hold harmless the Organization, its volunteers, organizers, instructors, 
speakers, advisors, sponsors, partners, affiliates, and any associated individuals or 
entities from and against any and all claims, liabilities, damages, losses, costs, and 
expenses (including reasonable legal fees) arising out of or related to your 
participation in any Offering, your violation of this Disclaimer, or your violation of 
any applicable law or regulation.

10. Severability

If any provision of this Disclaimer is found to be unenforceable or invalid under 
applicable law, such provision shall be modified to the minimum extent necessary 
to make it enforceable, or if modification is not possible, severed from this 
Disclaimer. The remaining provisions shall continue in full force and effect.

11. Governing Law

This Disclaimer shall be governed by and construed in accordance with the laws of 
the State of Wyoming, United States, without regard to its conflict of law provisions. 
Any disputes arising under or in connection with this Disclaimer shall be subject to 
the exclusive jurisdiction of the courts located in the State of Wyoming.

12. Acknowledgment and Acceptance

By attending any event, participating in any activity, accessing any content on the 
Organization's website or related platforms, using any product or material provided 
by the Organization, or otherwise engaging with any Offering, you acknowledge that 
you have read, understood, and agree to be bound by this Disclaimer in its entirety.

13. Contact

Cryptocurrency Advocate <policy@cryptoadvocate.cc>
30 North Gould Street, WY 82801, United States

Copyright © 2026 Cryptocurrency Advocate
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